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To achieve this, many laws have
focused on legal measures, securit

g y
protocols, media,

technology,

education, and even international
regulations, all with the goal of
reducing the risks and spread of
cybercrimes. The Algerian government,
for instance, has shown keen interest
in handling cybercrime through Law
No. 09-04, which establishes specific
rules for preventing and managing

technology—reiated crimes.

has
security challenge in societies like the

Arab world and beyond. It takes

Cybercrime become a

major

various forms and is growing due to
increased promotion. Understanding
its causes, forms, and ways to counter
it is essential. This involves looking at
its impact on society, strategies to
confront it, and the steps needed to

decrease its occurrence.

Effective laws against cybercrime
require international cooperation. This
brings us to the main focus of our
study: finding ways to address this
issue. What can be done to prevent
cybercrimes? Is studying its causes,

extent, effects, and factors an effective
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Summary of the intervention

Comparative laws have played a
significant role in reducing different
types of cybercrime and lessening its
impact on cybersecurity. They have
also addressed the broader effects on

society, the economy, and security.

Collaborative efforts at both the
international and legislative levels have
contributed to the fight against
cybercrime.

Nowadays, it's crucial for various legal
bodies to create comprehensive plans
to combat cybercrime. The main aim is
to ensure safety and peace in society
and for government sectors, protecting
them from any breaches caused by

these digitai crimes.
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regulations for the prevention of

crimes related to information and
communication technologies and their

combat."
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approach to tackle it on a regional and

global scale?

All these questions are addressed by
studying the nature and methods of
cybercrime and developing strategies to
tackle it both regionally and globally.
By analyzing these aspects, we can
identify the most important insights to

effectively reduce its impact.
"Keywords: Crimes - Cyber - Insecurity

- Consequences - Social - Economic -

Security."

'Author: Amira Mohamed Mohamed
Sayed Title: Strategies for Combating
Cybercrimes in the Information Age as
an Enhancement of Egypt's Vision
2030

An Exploratory Study Published in
the Journal of Media Research, issued
by Al-Azhar University, Faculty of
Medialssue (58), Part (04), July 2021,
Page 1765

_ Law No. 09-04, issued on: 14

Sha'ban 1430 AH, corresponding to 05

4444, 2009, includes specific
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Republic of Moldova and

Transnistria issue in the context
of regional security landscape

and Russia-Ukraine war

Mrs. Oleinic Ludmila,

Doctor of Political Science, Associate
Professor American University of
Moldova Chisinau, Republic of
Moldova

Despite Russia’s military intervention
in 1992, the Republic of Moldova
managed to sustain robust relations
with  Moscow. Gradually, though,
Moldova shifted its gaze towards the
West,
NATO signing an
Association with  the
European Union (EU) in 2014. This
EU
integration and alignment with Western

rift

building a relationship with
in 1992 and
agreement
toward

decisive inclination

principles created a in its

relationship with Russia.

The seismic shock of Russia-Ukraine
war in February 2022 reverberated
across the region, potentially putting
Moldova, with a 1,200 kilometer-long
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border with Ukraine, at risk of

becoming collateral damage. Moscow
has continued to threaten Moldova
an ‘“‘anti-Russia”

against adopting

stance, in attempt to flex its

geopolitical interests once again.

Underscoring the gravity of actual
Moldova’s national security situation in
context of regional security
configuration, it is at greater risk than
even the Baltic countries or Poland.
Although Ukraine’s fight

Russian forces provides some breathing

against

space for Moldova to regain stability,

the harsh truth is Moldova’s military

lacks the resources to effectively
counter significant threats. While
Ukraine’s  counteroffensive  gains

momentum, and Russia braces itself for
the backlash, Moldova is quietly trying
to disentangle itself from Russia’s grip,
building stronger ties with the
European Union. In June 2022, both
Moldova and Ukraine were recognized
as official EU candidates, in a tangible

display of defiance.

Moldova has responded assertively to

rising tensions, taking concrete actions



2023 ais) Jo¥) G 27 aml) A laia¥ly Aol cluball Ldeal) dlaal)

to resist Russian interference. In
February 2023, Ukraine mentioned it
had intercepted a Russian plan to
overthrow Moldova’s government. It
passed a law punishing separatist
activities and requested NATO’s help
in bolstering its air defense capabilities,
indicating a hard-line stance against

Russia and Transnistria.

In July 2022 and April 2023, Chisinau
delineated its stance on the separatist
state and the presence of Russian
forces, setting a clear “red line.”
Moldova’s Ministry of Foreign Affairs
sent a stern message to Moscow,

forbidding a Russian delegation from

entering the country. Moreover, it
underscored the immediate and
unconditional requirement to

recommence the withdrawal of Russian
troops and ammunition depots from

Moldova.

While the Russian forces stationed in

Transnistria are among the least

capable in the Russian army, their

strategic location could yet create
instability in  both Ukraine and
Moldova. On the other hand, the
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Transnistrian populace — one third of
whom are ethnic Ukrainians and a
substantial number of whom hold
Ukrainian citizenship — might be
The

political leader of Transnistria, Vadim

sympathetic toward Ukraine.
Krasnoselsky, chose a careful neutral
stance during Russia-Ukraine war,
aware of the potential repercussions’ of

locals and from Ukrainian authorities.

Transnistria is rightfully worried about
a Ukrainian intervention, and its
behavior reflects a potential willingness
to conduct negotiations in the future.
Possible solutions include a negotiated
settlement, focusing on the economic
benefits of integration for Transnistria,
or even considering the implementation
of a treaty of neutrality. This would be
akin to Austria’s experience in 1955,
which might persuade the Russian
peacekeepers to leave. This treaty
would forbid membership in NATO or
the Russian-led Collective Security

Treaty Organization.

President Putin’s past responses to

internal mutiny and international

incidents (as when Turkey shot down a
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Russian jet over Syria in 2015) have
restraint and
This

suggests that if Moldova and Ukraine

shown a pattern of

preference  for  negotiation.
decide to take military action, Russia
would opt for negotiation instead of

confrontation [1].

If Moldova can successfully reintegrate
Transnistria, it would also set the
precedent for other contested postsoviet
regions such as South Ossetia and
Abkhazia in Georgia. The fate of
nations who neighbor Russia is
intertwined with the outcome of the
Russo-Ukrainian war. A perceived
Russian victory would likely encourage
the Kremlin to exert force on other
neighbors. Every potential resolution to
frozen

the

these European  conflicts,

including Transnistrian  issue,
moves Europe one step closer to the
dream of a sustained, all-encompassing

peace.

Since the invasion of Ukraine, Moscow
has intermittently invoked the threat of
conflict in Transnistria. But the
Moldovan government appears to be

playing a waiting game, hoping their
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courtship of the EU, the country has
candidate status, will yield economic
dividends that will make reintegration
more tempting for Transnistrians. They
are also reluctant for reunification to be
seen for EU

as a prerequisite

membership. Moldova’s  president
Maia Sandu said recently that the big
issue in EU talks was reform not
Transnistria. Moldova hope to have a
geopolitical opportunity in the near
future to solve the conflict, but it
should not be seen this as the main
problem in accession negotiations to

EU.

Moldovan officials are wary of pushing
too fast, arguing that the country’s
fragile economy and under-resourced
government would right now struggle
to cope with the absorption of
Transnistria. Because the last thing
Moldavian officials need now is the
injection into the electorate of a tranche
of conservative Russian speakers at a
time when the government’s approval
ratings have tumbled against a
backdrop of high energy prices. It is
like to inject 15 per cent of voters from

the Russian world into any democracy
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and see what would happen. The point
Is to make our reintegration more like
EU than

reunification [2].

accession German

In its turn, Russia has adopted a
reactive posture regarding Republic of
Moldova. The Kremlin refrains from
any significant initiative toward
Moldova, for example to re-launching
the “5+2” process on Transnistria,
unless and until the course of the war in
Ukraine might open that and other
opportunities for Russia. Moscow has
certainly noticed Chisinau’s hopes in
replacing the 5+2 format with one free
from Russian control. The Kremlin’s
reactions thus far have been low-key
and voiced by mid-level officials.
Thus, the Russian ambassador-at-large,
Vitaly Tryapitsyn, has called for

reanimating this forum as an

opportunity for Russia to renew

diplomatic contacts with Ukraine and
with the Western countries. This
statement confirmed Russia’s hopes to
use a reconvened 5+2 process as an
opportunity to break out of isolation
and re-enter international diplomacy
with Russian

great-power  status.
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officials continue describing the 5+2
forum as indispensable and immutable
even if it is inactive at this time. This
format, irrespective of the halt in its
work, remains the only multilateral
mechanism for seeking a
of the
Transnistria question. Alternatives to it
do

declared the Foreign Ministry’s CIS

comprehensive  resolution

not come into consideration,
Affairs Department Director - Aleksei
Polishchuk. And according to Ministry
Affairs

Maria

of  Foreign of Russia

spokeswoman, Zakharova,
commenting on Chisinau’s wish for
alternative platforms, she said that
Russia definitely disagree and regard
this as an attempt to break up an
internationally recognized format to
resolve the Transnistria conflict. Yet,
Moscow’s sporadic comments reflect a

low level of attention to this issue for

the time being.

The European Union is supposed to
represent the views of Germany and the
other EU member states (outsiders to
this process) in the 5+2 negotiations,
but Brussels cannot do so effectively

from its perch as a mere observer.
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Germany has therefore tried to carve
out an independent role, commensurate
to its weight in Europe. Berlin has
consistently disclaimed any intention to
substitute for, let alone compete with,
the 5+2 arrangement. The disclaimers
have probably aimed to reassure
primarily the Russian side that Berlin

would not act against Moscow’s

The 5+2 forum has been a major
success for Russian diplomacy during
the 14 years of its active operation
(2005-2019). It should be allowed to
fade away quietly as it cannot be fixed.
Russia designed it as a process not for
conflict resolution, but for conflict
conservation, namely on Russian terms.
Various interested parties—particularly
Moldovan governments in years past—
complained that the 5+2 process was
“dysfunctional” and “ineffective.” Such
complaints were naive. This forum
functioned quite effectively for its
Russian-designed purpose of
“freezing” the conflict—as well as
freezing any resolution on terms that
would have been compatible with

Moldova’s statehood and its European

integration.
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Moldova and Ukraine are now
candidate countries for EU membership
and this requires emancipating these
two countries from conflict-resolution
formats and security arrangements that
include Russia. Accepting Russia back
into these formats would block the
European integration path for both
countries. It would also open the door
for Russia’s return to the European
concert with implications continent-
wide. In December 16, 2022, Ukrainian
President ~ Volodymyr  Zelenskyy
understanding those implications has
proposed a transformative concept for
Ukrainian and Euro-Atlantic security,
excluding Russia from participation.
The
understands this, as does Kyiv, but

the

Moldovan government

Chisinau is at peace and

government is less vocal.

Russia’s conduct in Ukraine would
make the reopening of the 5+2 forum
morally untenable on top of all other
considerations. To denounce the 5+2
arrangement, or officially declare it as
expired, would however be superfluous
and counterproductive. This forum can

be allowed to fade away quietly,
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simply through no longer convening it.
The current, three-year inactivity can

be prolonged informally, indefinitely
[3].

For sure can be said that the current
situation in Transnistria is uncertain.
that

planned to create a land corridor

Despite  information Russia
connecting Russia, Donbas, Crimea,
and Transnistria, the separatist regime
in Tiraspol has, so far, tried to be
the Vadim

Krasnoselsky, said that the preservation

neutral  in war.
of calm and peace is the priority of the

regime. Since its declared

independence from Moldova,
Transnistria managed to survive due to
Russian political and economic support
and military protection. According to a
2019,

Transnistria perceived Russia as the

survey  from people in
best economic and political partner for
the region. Russian leaders declare that
Russia is fully responsible for the
security of Transnistria and the
protection of 250,000 Russian citizens

living in Transnistria.
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For over thirty years, due to its porous

borders and international isolation,
Transnistria served as a “smugglers’
paradise” for weapons and human
trafficking. Criminal groups in Russia,
Ukraine, Moldova, and Transnistria
used the region as a hotspot for illegal
distribution of weapons and human
beings. The war in the eastern regions
of Donbas and Luhansk in Ukraine in
2014, however, has started a process of
change by which Ukrainian authorities
border  control  with
When

invaded Ukraine in February 2022, the

tightened

Transnistria. Russia  fully
border control was tightened even more
with Ukrainian authorities ordering that
the of the

Moldova - Ukraine border to be closed

Transnistrian  section

and secured by tanks. This made the
difficult,  with

Transnistrian and Russian authorities

smuggling  more
saying that Ukrainian and Moldovan
authorities have imposed an “economic
blockade” on Tiraspol. Both Russia and
Ukraine acted as mediators in the
“5+2” format, that was created with the
goal of finding a solution to the
However, since

Transnistrian issue.
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Russia invaded Ukraine in 2022, the
negotiations on the conflict have been
frozen. And the evolutions of Ukraine’s
fate in its war with Russia will dictate
the fate of Moldova and Transnistria as

well.

Ever since their independence from the
USSR, Ukraine and Moldova were
fearful of finding themselves in a
security vacuum on Europe’s fringes.
In February 2023, despite the recent
voiced support from Biden to Sandu in
Warsaw, the reality is that Moldova is
not a NATO member and cannot rely
on NATO protection in case of an
The

overwhelming military and financial

imminent  Russian  attack.
support that Western stalwart allies are
offering to Ukraine and Moldova is
much

by

Moldova’s and Ukraine’s leaders. Still,

unprecedented and  very

welcomed and  appreciated
Moldovan leaders cannot escape the
reality that, in the case of an open
escalated conflict to its borders, the
destruction of war and the suffering of
civilians remains a high risk that they

need to grapple with.
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Moldovan authorities are critical of
Russia, its invasion of Ukraine, and its
tactics toward the Eastern European
states. In March 2023, the Moldovan
Parliament passed a law that clarified
that the official language spoken in
Moldova is Romanian. This attracted
criticism from Moscow [4]. In the
background  of  these  security
challenges, the Moldovan government
the

implementation of justice and anti-

IS in a race to speed up
corruption reforms in order to start the
EU accession negotiations in December
2023. Though the support Moldova is
receiving from its Western partners is
the

independence history, to remain stable

unprecedented  in country’s

and be successful in its reform-

implementation  process, Moldova
needs an increase in investment flows
from the West and strengthened
support for the country’s democratic
institutions. There is also an increased
need for support from the West to fend
off

propaganda and decrease the East-West

Russian  disinformation  and
polarization in Moldovan society. The

changed regional security landscape
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has prompted discussion among the

Moldovan leaders to consider the

possibility of joining a “broader
alliance;” although, a society-broad
discussion about shifting away from its
neutrality, —a  concept  strongly
established in Moldova’s Constitution,

has not actively started in Moldova.
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